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How Many of You

- Google Search
- Instagram, Youtube
- Face/Fingerprint Unlock

           Today?



How Many of You
- Google Search
- Instagram, Youtube
- Face Unlock

           Today?

Almost everyone in this room has already used AI today. 
Let's explore what that really means.



DIGITAL INDIA 2024

The Numbers at a Glance

886M
Internet Users

Active internet users across India at the start of 2024

462M
Social Media Users

Total social media users in India — surpassing internet users

62%
Internet Penetration

Share of India's population with internet access

1.12B
Mobile Connections

Active cellular mobile connections nationwide

India's social media user base exceeds its internet user base, signaling heavy multi-device and mobile-first usage patterns across 
the country.



Modern Day Source of News & Information

63%

Of Indian respondents use social media platforms as their primary source for news and information

With nearly two-thirds of Indians turning to social platforms for news, the line between information and misinformation has never 
been more critical — making digital literacy a national priority.

63% of Indian respondents use social media to access news



FOUNDATIONS

What Exactly Is Artificial Intelligence?

Artificial Intelligence (AI) refers to 
computer systems that perform 
tasks normally requiring human 
intelligence. It's not magic, it's math, 
data, and clever engineering.

When Google Maps finds the 
fastest route or Netflix 
recommends your next binge, 
that's AI working behind the 
scenes.

 Learning  Seeing  Understanding  Predicting



FOUNDATIONS

Human Intelligence vs. Artificial Intelligence

The Key Difference

AI is powerful — but it is not conscious. It doesn't think or 
feel. It predicts based on patterns in data.

AI mimics intelligence. It does not replicate human 
awareness, empathy, or moral reasoning.



HISTORY

AI didn't Appear Overnight
AI evolved over seven decades of research, breakthroughs, and setbacks.

11950s

Alan Turing asks: "Can machines think?"

2 1960s–1990s

Rule-based and expert systems emerge

32000–2015

Machine Learning and Big Data revolution

4 2016–2022

Image recognition, voice assistants, autonomous systems

52023–Present

ChatGPT, Gemini, AI-generated video, deepfakes, AI agents



CORE CONCEPTS

AI, Machine Learning & Deep Learning

These terms get mixed up constantly. Here's the clearest way to think about them — as nested layers:

1 Deep Learning

2 Machine Learning

3 Artificial Intelligence

AI is the broad goal — machines doing intelligent things. Machine Learning is how we get there by learning from data. Deep Learning 
is the most advanced technique, inspired by how the human brain processes information.



CORE CONCEPTS

How Does AI Actually Learn?

Think of a Child Learning 
Cats 

Show a child one cat, then ten, then hundreds. 
Eventually, they can identify any cat on their 
own — no instruction manual needed.

AI learns the same way, but at massive scale:

• Millions of images and videos
• Billions of words and documents
• Thousands of hours of voice recordings

More quality data = better performance. 
That's the core principle behind modern 
AI.



What Is Generative AI?
Generative AI is a type of Artificial Intelligence that creates entirely new content — text, images, video, 
audio, code, and more — by learning patterns from massive datasets.

Text

Essays, articles, summaries

Images

Photorealistic art from prompts

Video

Clips generated from text

Audio & Music

Voice cloning, compositions

Code

Programs written automatically



GENERATIVE AI

Traditional AI vs. Generative AI

The Game-Changing Difference

Traditional AI recognizes patterns. Generative AI creates 
new content — text, images, music, even video.

Who wrote Harry Potter? J.K. Rowling. But can AI write a 
brand-new Harry Potter–style story in seconds? Yes! 
That's Generative AI.



How Does Generative AI 
Work?
Imagine a student who reads millions of books, websites, and images. Eventually, they start 
recognizing patterns. AI works the same way — it studies enormous datasets and learns to 
predict "what comes next."

Input

"The capital of India is..."

Pattern Match

AI scans billions of similar examples

Prediction

"New Delhi" — not because it understands, but because it has seen this pattern 
repeatedly

Key Insight: AI predicts patterns. It does not think like humans.



REAL WORLD

AI Is Already All Around You

Smartphone

Face Unlock, predictive text, voice assistants

Social Media

Feed recommendations, Reels, friend suggestions

Banking

Fraud detection, credit scoring

E-Commerce

Product recommendations tailored to you

Navigation

Real-time traffic prediction and routing

Cybersecurity

Threat detection and malware identification



STUDENT LIFE

AI in Your Daily Student Life

How Many of You Use These?

ChatGPT / Gemini

Writing, research, brainstorming

Grammarly

Writing improvement and grammar checks

Canva AI / Notion AI

Design, presentations, note-taking

Important: AI should assist your learning 
— not replace your thinking. The goal is to 
become smarter, not dependent.





IMPACT

AI in Healthcare

AI is helping doctors detect diseases earlier, discover drugs faster, and perform surgeries with greater precision.

Cancer Detection

AI analyzes scans to catch tumors earlier 
than the human eye

Robotic Surgery

AI-guided robots assist surgeons with 
millimeter-level precision

Drug Discovery

AI accelerates the search for life-saving 
medications

Can AI help doctors? Yes. Can AI replace doctors? Not completely. The future is human + AI working together.
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INFODEMICS

"An excessive amount of information about a 
problem that is typically unreliable, spreads rapidly, 
and makes a solution more difficult to achieve."

--- Oxford Dictionary



Consequences of Excess Information

1

Amplification

2

Bias

3

Defamation

4

Burial of Truth



Let's Flatten the Infodemic Curve — 
Courtesy WHO
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Types of Fake News

Satire or Parody Partially true content that's used in 

the wrong context

Chaotic reporting to match news to 

views/agenda

Doctored content

https://gamma.app/?utm_source=made-with-gamma


Types of Fake News

Spoofs or Clones

Imitation websites or content designed to mimic legitimate 
sources.

Conspiracy Theories

Unverified claims that attribute events to secret plots or hidden 
agendas.

Clickbait

Sensational headlines designed to attract clicks rather than 
inform.

Propaganda

Biased information used to promote a particular political cause 
or point of view.



MDM (Mis-, Dis-, Mal-Information)

Misinformation

Unknowingly or knowingly 
without intending to 
cause harm or negativity.

Disinformation

Deliberately creating 
incorrect news to cause 
harm, defamation, chaos.

Malinformation

Deliberately manipulated and 
doctored content based on 
some truth.



AI AND DEEPFAKES

Experts estimate that as much as 90% of all online 
content may be synthetically generated by 2027.
So, let's find out what Deepfake and synthetic media 
are.
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SIMPLE STEPS TO VERIFY CONTENT

Verification of Source

01

Ask

02

Remember

03

Find out who

04

Inspect URL

05

Examine grammar

06

Crosscheck with other websites & 

print media

07

Think before you share

08

Analyse your feelings

https://gamma.app/?utm_source=made-with-gamma
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SIFT METHOS TO TRACE ORIGIN OF INFORMATION

SIFT

Stop Investigate the 
source

Find better 
coverage

Trace claims, 
quotes and media to 
the original context

https://gamma.app/?utm_source=made-with-gamma
https://guides.lib.uchicago.edu/c.php?g=1241077&p=9082322


IDENTIFYING MANIPULATED 
MEDIA
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Detecting Manipulated Data

Whenever a message comes to you, STOP. THINK. ACT.

Ask yourself a few Wh-questions. Don't be shy to ask. Curiosity pays.

https://gamma.app/?utm_source=made-with-gamma
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METHODS

Using VPN Using privacy browser plugins 

like Ghostery

Disable cookies Remove temp access

Disable locations access Tracker blocker extension

AdBlocker extension Maximise privacy and security

https://gamma.app/?utm_source=made-with-gamma
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Common 
Identifiers of 
Manipulated 

Content

Suspicious Source

Content came from a suspicious website.

Fails Image Check

Content fails a Reverse Image Search check.

Not in Reputed Papers

Content does not turn up in reputed national papers.

Biased Content

Content seemed biased against a particular group.

Defamatory Intent

Content aims to defame, humiliate, create a bad reputation, harm a 
brand.

https://gamma.app/?utm_source=made-with-gamma
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Find Whether the Article is True or False

• Virat Kohli, the former India skipper, had opted out of the first 
two Test matches against England in the ongoing series due 
to his mother's alleged illness

https://gamma.app/?utm_source=made-with-gamma


Consequences of Fake 
Messages

Misinformation doesn't just spread online — it causes real-world harm. From reputational 
damage to physical violence, the consequences are severe and far-reaching.

200+
Mob Participants

A single WhatsApp forward mobilized a 
deadly crowd in Tamil Nadu.

65
Age of Victim

Rukmani, an elderly pilgrim, was killed 
based on a viral rumor.

1
Forward That Started It 

All

One unverified message on a personal 
messaging app triggered a tragedy.



Case Study: The Rukmani Tragedy

REAL INCIDENT — TAMIL NADU, INDIA

Rukmani, a 65-year-old woman, visited a family temple in Athimoor 
village with her family. After prayers, she offered prasadam to two 
children outside — a harmless, traditional gesture.

A mob of ~200 villagers, primed by WhatsApp rumors about child 
traffickers, surrounded the family's car, pulled passengers out, and 
beat them — even after police arrived. Rukmani was beaten to 
death.

This tragedy underscores how unverified forwards can incite 
lethal mob violence.



Put It Into Practice: True or False?

Apply everything you've learned. Examine each article or message critically using the STOP. THINK. ACT. framework.

01

Check the Source

Is the website or publisher reputable and verifiable?

02

Reverse Image Search

Do images match the claimed story and context?

03

Cross-Reference News Outlets

Do established national papers report the same story?

04

Assess Intent & Bias

Is the content designed to inform — or to provoke and divide?

Remember: Verification is not skepticism — it's responsibility.
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▪ DECISION MAKER
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One Prompt. 
Infinite Harm.
Malicious AI content generators require no technical expertise. Anyone with 
internet access can produce explicit, defamatory, or manipulative content 
targeting real individuals, in seconds, at zero cost, and with near-total 
anonymity.

This is not a hypothetical risk. Non-consensual deepfake 
pornography, defamation campaigns, ransomwares, APK files and 
identity fraud are already occurring at scale worldwide.

https://gamma.app/?utm_source=made-with-gamma
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AI in Cybersecurity

AI works on both sides of the digital battlefield. Understanding both is essential.

 AI Defenders

• Detect fraud and malware in real time
• Flag suspicious transactions instantly
• Monitor networks for unusual activity

 AI Attackers

• Generate convincing phishing emails
• Create deepfakes for impersonation
• Automate scams at massive scale

Key Insight: AI is neither good nor bad. Its impact depends entirely on who uses it and how.



Case Study: Operation Shadow Leak

In May 2026, a prominent educational institution received an email claiming that the personal 
data of over 50,000 students had been stolen. The attacker demanded ₹50 lakh in 
cryptocurrency and threatened to leak the database publicly if the payment was not made 
within 72 hours.

I was a part of investigators. The challenge was enormous:

More than 2 TB of server logs 
18 million network events 
Thousands of employee emails 
Hundreds of suspicious IP addresses 
Several cryptocurrency transactions 
A manual investigation would have taken weeks and still in progress.



















Verification and Fact-
Checking Techniques
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DO WE NEED TO CHECK 
IF THE CONTENT IS 

TRUE?
The coming of the digital age has led to the creation of the 
problem of Misinformation. Misinformation is a threat because it 
affects our perceptions and beliefs.

That's why it's essential to know the risks and actively verify online 
information.

Examples of fact-checking and verifying sites

• FactCheck.org
• Snopes
• StopFake

https://gamma.app/?utm_source=made-with-gamma
http://www.factcheck.org/
http://www.factcheck.org/
http://snopes.com/
http://snopes.com/
http://stopfake.org/
http://stopfake.org/


Tools and Resources for Fact-
Checking
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https://gamma.app/?utm_source=made-with-gamma
https://deepware.ai/
https://www.rand.org/research/projects/truth-decay/fighting-disinformation/search/items/misinformation-detector.html
https://adblockplus.org/
https://idir.uta.edu/claimbuster/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/


BOT SENTINEL ALTERNATE
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https://circleboom.com/social-media-scheduler


TIME TO BUST 
THE FAKES
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Google Fact Checking Tools

These useful tools allow you to search for stories and images that have already 
been debunked.

PROCESS

1. Open another tab
2. Go to toolbox.google.com/factcheck/explorer
3. Type in a keyword to see the latest fact checks tagged 

with that word.
4. To see the most recent fact checks across all topics, 

click Recent fact checks.

Example: https://x.com/KanchanGupta/status/1823418604362121481

https://gamma.app/?utm_source=made-with-gamma
https://toolbox.google.com/factcheck/explorer
https://x.com/KanchanGupta/status/1823418604362121481


GOOGLE FACT CHECK EXPLORER

Use Google Fact Check Explorer to search for any news, topics or people
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Let's check the authenticity of this news using 

InVID Tool:

https://gamma.app/?utm_source=made-with-gamma
https://www.youtube.com/watch?v=prsWw4q8XOM


preencoded.png

In Video analysis section we gave the 
YouTube Video link

https://gamma.app/?utm_source=made-with-gamma
https://www.youtube.com/watch?v=prsWw4q8XOM
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Let's Verify the news source from InVID 
tool:

https://gamma.app/?utm_source=made-with-gamma
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We take one thumbnail from here:
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Putting it on Is it AI tool, predicted to be human but not AI, this how we 
verify deepfake content using InVid and AI image detection tool:

https://gamma.app/?utm_source=made-with-gamma
https://isitai.com/




Original Account Facebook shared

We noticed Flickering effects in the lips of Nirmala Sitharaman Lightning is

different. Unusual mouth movements and hands.

DIFFERENCES BETWEEN TWO



Let's check the authenticity of another claim on X:

https://x.com/Behnam_rahta/status/1715925582494445828


Let's check the authenticity of this viral claim :

https://www.instagram.com/reel/DTfS9X9DyBo/


Let's Debunk the Claim Made By the User

(User claimed this is the head of Chanakya: resembles MS Dhoni)



Performing Reverse Image Search Results, 
We Found the Portfolio of an Artist



We can Reverse Image Search with other tools like Yandex, 
TinEye



Let's Start With A Keyword Search Analysis of the University name, Magadha DS University:



We found that there's no evidence that Magadha DS University exists in real. To focus on the words, we 
used the "" to get accurate results. Hence, the claim made is False.



Combatting Deepfake and AI-Generated 

Misinformation Campaigns





WHAT ARE CHEAPFAKES AND 
DEEPFAKES?

Deepfakes are AI-manipulated or synthesized 
media used to generate visual and audio content, 
mostly to deceive, defame, or mislead someone.

Cheapfakes or shallow fakes are manually altered 
media made by humans with conventional and 
affordable technologies without much time and 
effort.

AI Image of Merkel And Obama Enjoying Vacation On A Beach



CHEAPFAKE IMAGE

A fake image of an "explosion" near the Pentagon that went viral on Twitter.



DEEPFAKE IMAGE



Understanding 
Deepfakes

Deepfakes are AI-generated media that replicate real 
people's appearance, voice, or behavior, often without 
consent. They require vast amounts of personal data, 
typically collected without prior authorization, and can 
violate privacy, dignity, and reputation. Yet the same 
technology also powers legitimate applications in medicine, 
education, and entertainment.
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Understanding Deepfakes Better

Large amount of data needed

Prior consent is not collected for collecting personal data

They have many positive uses in different fields

Can violate the privacy, dignity, mental equilibrium, and reputation of 

individuals

Misinformation propagated by deepfakes can be mistaken as true, leading 

to potential social unrest

https://gamma.app/?utm_source=made-with-gamma


A deepfake uses AI to create convincing fake content — video, audio, 
or images — that appears real.

Face Swap

Replaces a person's face in video

Voice Cloning

Mimics someone's voice using AI

Lip Sync

Manipulates mouth movements to match audio

AI Avatars

Fully synthetic digital personas



Why Deepfakes Look Real

How They're Created

Deepfakes are trained on thousands of 
images or audio samples, learning patterns 
to replicate a person's appearance or 
voice with startling accuracy.

Why Our Brain Trusts 
Them

Humans are wired to trust faces and 
familiar voices. Deepfakes exploit this 
instinct — we see someone we recognize 
and stop questioning.



Deepfake Evolution
AI capabilities are growing exponentially, not linearly. What took months of computing power a decade ago now takes seconds 
on a smartphone.

2024 Ubiquity

Hyper-realistic, widely accessible

2021 Real-time

Voice cloning and live synthesis

2019 Spread

Public apps and viral videos

2017 Origins

Basic face swaps in research labs

The curve is steepening. Every year, deepfakes become faster, cheaper, and harder to detect.



Deepfakes in the Real World

 Celebrities

Actors and public figures have had their faces placed in fake videos, damaging reputations 
and spreading misinformation.

 Politicians

Fake speeches and statements attributed to world leaders have circulated online, 
influencing public opinion.

 CEOs

Cloned CEO voices have been used to authorize fraudulent money transfers worth millions.

 Fake News

AI-generated video evidence is increasingly used to fabricate events that never happened.



Deepfakes & Cybercrime

 Voice Fraud

AI-cloned voices used to impersonate family or executives

 CEO Fraud

Fake executive orders to transfer company funds

 OTP Scams

Social engineering combined with cloned voices

 Romance Scams

Fake personas built entirely with AI

 Sextortion

AI-generated explicit content used for blackmail

 Election Misinfo

Fake candidate videos to manipulate voters



A Real-Life Scenario

The Call

"Mummy, mera accident ho gaya hai. Paise bhejo."

Your mother receives a call in your cloned voice. She 
hears your exact tone, your words. Panic sets in 
immediately.

The Question

Would your family verify first — or immediately panic?

This exact scenario has happened to 
families across India. AI voice cloning 
requires just 3 seconds of audio.



How to Detect Deepfakes

 Video Red Flags

▪ Unnatural blinking or eye movement
▪ Lip sync mismatches
▪ Lighting inconsistencies
▪ Facial distortions at edges

 Audio Red Flags

▪ Robotic pauses or flat tone
▪ Strange breathing patterns
▪ Missing emotional range

 Image Red Flags

▪ Extra fingers or warped hands
▪ Distorted backgrounds
▪ Unrealistic shadows or reflections



THREAT LANDSCAPE

How Deepfake Technology Can Be Used to 

Cause Harm

Propaganda & Fake News

Manufacturing false narratives to 
manipulate public discourse at scale

Election Interference

Influencing voters and undermining 
democratic processes

Reputation Damage

Defaming individuals or organizations 
with fabricated media

Blackmail & Extortion

Non-consensual imagery used for coercion and revenge

Communal Disturbances

Inciting social unrest and communal violence through 
fabricated content



VISUAL MANIPULATION

Image Morphing & Edited Videos

Image morphing refers to 

the digital manipulation of 

images using various 

techniques. In this context, it 

involves the use of artificial 

intelligence to alter visual 

content, creating deceptive 

or misleading images.

Face Swapping

Transplanting one person's identity onto another's body

Expression Manipulation

Fabricating emotions or statements never made

Context Fabrication

Placing subjects in entirely fictional settings



DETECTION TOOLS

Detection Results Using Deepware Scanner

Deepware Scanner is one of the 
most widely used tools for 
detecting manipulated video 
content. It analyzes facial 
landmarks, lighting inconsistencies, 
and pixel-level anomalies to flag 
deepfakes with high accuracy.

What It Detects

Face swaps, expression manipulation, and synthetic video 
artifacts

How It Works

AI-driven analysis of biometric inconsistencies and 
compression patterns

Limitations

Advanced deepfakes can still evade detection — no tool 
is foolproof



VISUAL MANIPULATION

Deepfake Video

Expression Manipulation

Fabricating emotions or statements never made

Context Fabrication



VOICE SYNTHESIS

Generating Synthetic Voices

AI voice cloning tools can replicate a person's voice from just seconds of audio — enabling convincing impersonation for fraud, 
misinformation, or harassment.

ElevenLabs

Industry-leading voice synthesis with 
emotional range and multilingual support

Voiceover & FineVoice

Accessible tools for voice transformation 
and text-to-speech generation

Voice.ai

Real-time voice conversion for live 
applications and gaming



VOICE DETECTION

Detecting Deepfake Voice Using AI Tools

As synthetic voice technology 
advances, detection tools are 
critical for verifying audio 
authenticity in legal, journalistic, 
and security contexts.

AI Voice Detector

Identifies synthetic voice patterns and cloning artifacts

Deepfake Detector

Multi-modal analysis for audio and video manipulation

Resemble AI

Specialized in detecting cloned and synthesized speech

Open-Source Repositories

Community-driven detection models on GitHub

https://deepfakedetector.aiaware.io/DeepfakeDetection?_gl=1*13bz8no*_ga*MTI3NDMyODI1LjE3ODA5ODk0NTE.*_ga_R9EY04WCHL*czE3ODA5ODk0NTAkbzEkZzAkdDE3ODA5ODk0NTAkajYwJGwwJGgw


LIVE DEMO

Realistic AI Image Generation

Tools like Leonardo.ai demonstrate how 
easily photorealistic images of people who 
don't exist can be generated from a simple 
text prompt — with no photography, no 
consent, and no accountability.

Example Prompt: "Indian lady in 
saree, capturing selfie" — 
generates a convincing, entirely 
synthetic portrait in seconds.

This capability, while creative, lowers the 
barrier for generating deceptive or 
exploitative content at scale.



GENERATIVE AI SERIES

AI Video Generation & 
Voice Cloning

AI can now create human avatars, news presenters, movie scenes, and 
animated content — all from a text prompt. "Generate a video of an 
astronaut drinking tea on Mars and showing victory sign." The AI creates a 
realistic video despite the event never occurring.

Pika Labs

Runway Gen-4

Kling AI

Luma Dream Machine

Google Veo

HeyGen

Synthesia

ComfyUI

https://pika.art/?utm_source=chatgpt.com
https://runwayml.com/?utm_source=chatgpt.com
https://runwayml.com/?utm_source=chatgpt.com
https://runwayml.com/?utm_source=chatgpt.com
https://kling.ai/
https://dream-machine.lumalabs.ai/
https://deepmind.google/technologies/veo/
https://www.heygen.com/
https://www.synthesia.io/?utm_source=chatgpt.com
https://www.comfy.org/


CASE STUDY

From AI Image to Celebrity Face Swap

Using tools like Pica.ai, an AI-
generated image can be morphed 
onto a celebrity's face, creating a 
fabricated image that appears 
authentic and is easily shareable 
online.

01

Generate a base image

Create a synthetic person using Leonardo.ai

02

Select a target identity

Choose a celebrity or public figure

03

Morph with Pica.ai

Blend the images into a convincing fake

https://www.pica-ai.com/
https://leonardo.ai/


DEEPFAKE IMAGES

Can You Spot the Difference?
A single uploaded photo and a target face, that's all it takes. In seconds, AI can swap identities with startling realism. The images below 
show an original photo of Bollywood actress Alia Bhatt alongside a deepfake version. The differences are nearly imperceptible.

Deepfake Image

AI face-swap applied

Original Image

Authentic source photo



DEEPFAKE VIDEO

Video Is Even More Dangerous
Face-swapping technology doesn't stop at still images. Entire video sequences can be manipulated — placing a person's face onto another body in 
motion, with realistic expressions and lighting. The implications for misinformation, fraud, and reputational damage are severe.



AI TEXT DETECTION

Real or AI-Generated Text?

Tools like ZeroGPT analyze writing 
patterns to flag AI-generated 
content. But the arms race is real — 
adversarial tools exist specifically to 
evade these detectors.

No detector is 100% reliable. 
Human review and contextual 
analysis remain essential.

❑ StealthWriter.ai    

❑ Proofademic.ai

❑ WalterWrites.ai

❑ CopyLeaks.com

https://www.zerogpt.com/
https://stealthwriter.ai/
https://stealthwriter.ai/
https://proofademic.ai/
https://proofademic.ai/
https://app.walterwrites.ai/en/detector
https://app.walterwrites.ai/en/detector
https://app.copyleaks.com/dashboard/v1/account/new-scan/visual
https://app.copyleaks.com/dashboard/v1/account/new-scan/visual


ADVERSARIAL AI

Meet "Undetectable AI"

For every detection tool, there's a counter-tool. Platforms like Undetectable AI are designed to rewrite AI-generated text so it 
bypasses detectors, making verification exponentially harder for security and policy teams.

What It Does

Rephrases AI text to appear human-written

Why It Matters

Undermines content authenticity verification

The Risk

Disinformation becomes nearly impossible to trace

https://undetectable.ai/


DETECTION TOOLS

Introducing Hive Moderation
One of the most reliable publicly available AI content detectors. Hive Moderation analyzes images, text, and video to determine 
whether content was generated by artificial intelligence, a critical tool for any security or policy workflow.
01

Search "Hive Moderation" in Google

02

Navigate to the AI Content Detection tool

03

Upload your suspect image or text

04

Review the AI probability score

https://hivemoderation.com/


LIVE DETECTION DEMO

Testing a Suspicious Image

This image originally shared on social 
media, was submitted to Hive 
Moderation's AI detection tool to 
verify its authenticity. The goal: 
determine whether it was generated 
or manipulated by artificial 
intelligence.

Source: X (Twitter) Post

https://x.com/stairwayto3dom/status/1752095400155103633


DETECTION RESULT

92.9% AI-Generated

Hive Moderation returned a 92.9% confidence score that the image was AI-generated. This is a decisive result, well 
above any reasonable threshold for flagging synthetic content. It underscores why detection tooling must be part of 
every content moderation and security workflow.

92.9%

AI Confidence Score

Hive Moderation detection result



KEY TAKEAWAYS

What Every Security Team Must Do Now

Assume Everything Could Be Fake

Treat unverified images, video, and text as potentially synthetic until 
proven otherwise.

Deploy Detection Tools

Integrate Hive Moderation, ZeroGPT, or equivalent tools into your 
content review workflows.

Train Your Teams

Policy makers and security staff must understand how deepfakes 
are made — and how to spot them.

Update Your Policies

Formalize protocols for handling suspected synthetic media in your 
organization's security framework.



AI SECURITY BRIEFING

The Deepfake Threat 
Is Already Here

Face swaps. Synthetic video. AI-generated text. The tools to fabricate reality 
are free, fast, and accessible to anyone. This briefing walks through live 
demonstrations — and the detection methods you need to fight back.



POLICY IMPLICATIONS

The Urgent Need for 
Regulation & Awareness
Deepfakes are not inherently harmful — but their misuse demands urgent policy action, technical 
safeguards, and public education.

Consent Frameworks

Mandate prior consent for collecting and using personal data in AI training

Detection Standards

Require watermarking and disclosure labels on AI-generated content

Legal Accountability

Establish clear liability for malicious deepfake creation and distribution

Public Literacy

Educate citizens, journalists, and officials to identify and report deepfakes



DPDP Act 2023: India's 
Data Protection Framework

"The DPDP Act 2023 is a positive step in safeguarding users' digital personal data, 
strengthening trust and greater transparency in legal data collection."

Minimum Data Collection

Only essential data should be collected.

Consent-Based

Data collected with explicit consent from the Data Principal or guardian.

Purpose-Limited

Data used only for its stated, specific purpose.

Strong Penalties

Data breaches attract very high penalties under the Act.



Your Rights Under the DPDP Act, 2023

The DPDP Act empowers every Indian digital user with enforceable 
rights over their personal data. These protections ensure 
transparency, accountability, and individual control in how 
organizations collect, store, and use your information.

The Data Protection Board ensures compliance and addresses grievances 
from citizens.
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Immediately Report to the Platform

•Google Remove Explicit Content  

https://support.google.com/websearch/answer/3143948?hl=en

•Meta (Facebook & Instagram) Reporting Center  

https://www.facebook.com/help

•X (Twitter) Privacy Reporting  

https://help.x.com/en/forms/privacy

•YouTube Privacy Complaint Process  

https://support.google.com/youtube/answer/142443?hl=en

If the content violates privacy, impersonation, revenge porn, harassment, or sexual exploitation 

policies, platforms often remove it quickly.

https://support.google.com/websearch/answer/3143948?hl=en
https://support.google.com/websearch/answer/3143948?hl=en
https://support.google.com/websearch/answer/3143948?hl=en
https://www.facebook.com/help
https://help.x.com/en/forms/privacy
https://support.google.com/youtube/answer/142443?hl=en
https://support.google.com/youtube/answer/142443?hl=en
https://support.google.com/youtube/answer/142443?hl=en


Lodge an FIR / Cyber Crime Complaint

Depending on the facts, legal provisions may include:
▪ Information Technology Act, 2000 Section 66E (Violation of Privacy)
▪ Information Technology Act, 2000 Section 67 (Obscene Material)
▪ Information Technology Act, 2000 Section 67A (Sexually Explicit Material)
▪ Relevant provisions of the Bharatiya Nyaya Sanhita relating to obscenity, defamation, stalking, voyeurism, 

identity theft, and publication of intimate images.

Court-Ordered Takedown

In serious cases, especially involving:
▪ Revenge porn
▪ Deepfakes
▪ Defamation
▪ Viral circulation
an advocate can seek:
▪ Injunction orders
▪ Directions to platforms and ISPs to remove content

Courts in India have increasingly recognized the Right to Privacy under the Constitution and have ordered rapid removal of 
such content.
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A New Era Has Begun

For the first time in human history, machines are becoming creators — not 
just tools.
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Thank you for your attention!

Instagram: @cybernitin

Linkedin: @cybernitin

Facebook: @cybernitin

X: @cybernitinX

https://nitinpandey.in

contact@nitinpandey.in

WhatsApp: 7705049191

https://nitinpandey.in/
mailto:contact@nitinpandey.in
mailto:contact@nitinpandey.in
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